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1. Introduction

The International Vaccine Institute (IVI, www.ivi.int) is a treaty-based international organization established in 1997 with a not-for-profit mission to discover, develop, and deliver safe, effective, and affordable vaccines—empowering vaccine equity, impact, and sustainability globally. The organization is headquartered in Seoul, Republic of Korea. Our member states and network of partners across companies, foundations, universities, laboratories, and other non-profit organizations represent one of the world’s strongest multilateral coalitions committed to harnessing the unique power of vaccines to tackle poverty-associated infectious diseases and emerging global health threats.

As part of our commitment to maintaining high standards of data protection and information security, IVI is seeking proposals from qualified firms to provide independent cybersecurity audits and cybersecurity services. These services are intended to assess and strengthen the security posture of IVI's information systems and infrastructure.

2. Scope of Work

The firm selected will be expected to deliver the following services:
1) Network Security Assessment
  • Review of network architecture and topology
  • Firewall configuration and rule set review
  • Intrusion detection / prevention system (IDS/IPS) evaluation
• VPN and remote access controls

2) System Security Review
   • Windows server configuration assessment
     • Patch management and update status
     • Endpoint protection (e.g., antivirus,) implementation 
     • User account and privilege management
     • Secure configuration baselines

3) Application & Web Services Security
   • Assessment of critical internal and external applications
     • Review of authentication mechanisms (e.g., MFA, SSO)
     • Session management and access control 
     • Web application vulnerability scan
     
4) Identity & Access Management (IAM)
   • Review of user access provisioning and deprovisioning process
     • Role-based access control (RBAC)
     • Password policies and enforcement 
     • Privileged Access Management (PAM) review
5) Data Protection / Security Policies and Procedures
     • Backup and disaster recovery processes
     • Incident response plan and reporting procedures
     • Employee cybersecurity awareness training
6) Penetration Testing 
     • Internal and/or external penetration testing
     • Social engineering testing (e.g., phishing simulation)
     • Reporting of exploitable vulnerabilities with risk levels

3. Deliverables (Should be submitted by Oct. 30, 2025)
· Detailed Audit Report and Executive Summary
· List of vulnerabilities and risks, prioritized by severity
· Recommended remediation actions
· Optional: Follow-up assessment report after remediation

4. Proposal Requirements
Interested firms should include the following in their proposals.
1) Company Profile
· Years of operation and core service areas
· Relevant certifications (e.g., ISO 27001, CISSP, CEH, etc.)
2) Team Composition
· Names and roles of key personnel assigned to the project
· Brief bios highlighting relevant experience
3) Approach and Methodology
· Detailed methodology and tools for security assessment and testing
4) Relevant Experience
· Case studies or summaries of similar work with research institutions, NGOs, or public agencies
5) Proposed Timeline
· Workplan from project initiation to final reporting
· Final deliverables must be submitted by October 30, 2025
6) Cost Proposal in US Dollars
· Itemized pricing in USD by task or service component
· Prices must be quoted exclusive of VAT
7) Client References
· At least three references from previous clients for similar projects
8) Supporting Documents
· Financial statements for the past two years or credit reports, or equivalent documentation demonstrating financial stability
· (If available) Documents demonstrating commitment to environmental sustainability

* Recommended format: Please use the “Proposal Submission Form” template 
    provided with this RFP.

5. Pre-Bid Conference
A virtual pre-bid conference will be held to provide clarification and respond to queries related to the RFP. 

Date: July 3, 2025
Time:
· 7:00 AM (Eastern Daylight Time, EDT – U.S.)
· 1:00 PM (Central European Summer Time, CEST – Europe)
· 8:00 PM (Korea Standard Time, KST – IVI HQ)

Participation is highly recommended. Dial-in information will be shared upon request by email.

6. Evaluation Criteria
Proposals will be evaluated based on the following criteria:
· Relevant experience and past performance
· Technical approach and methodology
· Team qualifications 
· Cost effectiveness
· Proposed timeline and availability

7. Proposal Submission
All proposals must be prepared in English and submitted PDF format to IVI’s Procurement Team at the following contacts: 
· Claire Kang
Email: ckang@ivi.int
and 
· Hyemin Won 
Email: hyemin.won@ivi.int
[bookmark: _Hlk202189318]
Deadline: [July 15, 2025, 5:00PM, Korea Standard Time]

E-mail Subject Title: Proposal for Cybersecurity and Cybersecurity Audit Services

Late submissions may not be considered.

8. Terms and Conditions
· Confidentiality must be maintained throughout the process.
· IVI reserves the right to:
· Amend, suspend, or cancel this RFP at any time.
· Reject any or all proposals without assigning reasons.
· Terminate agreements or disqualify vendors in case of corrupt, fraudulent, collusive, coercive, or obstructive practices.
· Contact any or all references for verification.
· Withhold disclosure of the evaluation process and results.
· Vendors submitting proposals agree to a binding offer valid for 60 days.
· All proposal preparation and submission costs are the sole responsibility of the vendors.
· Public disclosure of any part of the RFP requires prior written consent from IVI.
· Submitted proposals will not be returned to the vendors. 

9. Contact Information
For any questions or further clarifications, please contact the IVI Procurement team:
Hyemin Won, hyemin.won@ivi.int
 Tel. +(82) 2 881-1240
Or 
[bookmark: _Hlk202188670]Claire Kang, ckang@ivi.int 
Tel. +(82) 2 881-1114 
End of Document
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